TELUS PS Suite Integration Set-Up

1. PS Suite: Download & Install
the Ocean Custom Form and
Toolbar

2. PS Suite: Create a Reminder
Trigger for the Ocean Toolbar

3. PS Suite: Configure the Ocean
Custom Form

4. PS Suite: Enable Cloud
Connect on Your Ocean Custom
Form

5. PS Suite: Create Your Ocean
Cloud Connect User and Acquire
EMR Credentials in PS Suite

6. PS Suite: Set Up Ocean Cloud
Connect

To start, you will need to download 2 .cfm files and import them into
your PSSuite EMR.

To setyour Ocean Toolbar to be visible and available to use for all
your patients, you'll want to create areminder for the Ocean Toolbar
custom form.

To link your Ocean custom form with your Ocean site number, you
will need to configure the Settings on your Ocean custom form.

To complete this step, you will need to be an admin on your Ocean
site, and you will need your Ocean username, password, and site
shared encryption key.

This will allow you to connect to the new TELUS API and take
advantage of itsaccompanying features.

Create an Ocean-specific user in PS Suite, which will then be used to
configure your Cloud Connectintegration using the EMR Instance ID
and Secret credentials acquired from your EMR.

Note: You will need to be an admin user in PS Suite to complete this
step.

In this step, you will sign into the Cloud Connect configuration and
authenticate your integration with your EMR instance.

Download & Install the Ocean Custom Form and Toolbar

If you are setting up for the first time or downloading the latest version to update your instance, please follow the steps
outlined below:

1. Download the Ocean custom form and toolbar files.

If the files do not appear as “.cfm”, right-click each of the links
to and save them manually by selecting "Save As..." from the
menu of options.


https://support.cognisantmd.com/hc/en-us/articles/115003468791-PS-Suite-Download-Install-the-Ocean-Custom-Form-and-Toolbar
https://support.cognisantmd.com/hc/en-us/articles/115003492392-PS-Suite-Create-a-Reminder-Trigger-for-the-Ocean-Toolbar
https://support.cognisantmd.com/hc/en-us/articles/115003492592-PS-Suite-Configure-the-Ocean-Custom-Form
https://support.cognisantmd.com/hc/en-us/articles/115003493792-PS-Suite-Enable-Cloud-Connect-on-Your-Ocean-Custom-Form
https://support.cognisantmd.com/hc/en-us/articles/115003470011-PS-Suite-Create-Your-Ocean-Cloud-Connect-User-and-Acquire-EMR-Credentials-in-PS-Suite
https://support.cognisantmd.com/hc/en-us/articles/115003494232-PS-Suite-Set-Up-Ocean-Cloud-Connect
https://support.cognisantmd.com/hc/en-us/articles/115003468791-PS-Suite-Download-Install-the-Ocean-Custom-Form-and-Toolbar
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Note: Installing/updating the Ocean Toolbar and Custom Form is an instance-wide process. You do not need to perform
these steps on a per user basis. Once installed, the Ocean Custom Form and Toolbar will be accessible to all users of the
EMR.
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Updating the Ocean Toolbar and Custom

If you are updating the Ocean Toolbar and Custom Form,

your new .cfm files, that a form with the same identifier
already exists in your system.

You are safe to proceed and select "Yes, Update Form." This
will safely replace and overwrite the earlier version with the
updated file that has been downloaded.

Once complete, please refresh or manually close and reopen
any active patient charts. This will ensure charts are correctly
using the updated version.

you may be prompted by a dialogue window, when importing |

Form
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The form "Ocean" + has the same identifier as the form
"Ocean", which already exists in your system. In order
to import this form, it will replace the existing copy. If
the existing copy is a locked encounter form, you will

be required to enter the password.

Cancel Yes, Update Forms

Onceyou haveimported your toolbar custom form file into PS Suite, you will need to create areminder so thatthe toolbar is

availablefor usein your patients' charts.

A. Openthe EMR (Records) window within PS Suite.

B. Fromthe "Settings" menu, choose "Edit Reminders".

A. From the EditReminders window, select "Edit" and then
"Add Reminder".

B. Givethereminder adescriptive name, such as"Ocean
Toolbar".
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Click"Add Line" to add criteria to the reminder.

From there, choose some criteria to specify when you
would like the toolbar to show. If you simply want the
toolbar to show for all users and for all patients, you can
enter somecriteria thatis true for all patients, such as the
patient’s age being less than 200. Alternatively, you can
add additional criteria to make it show only for certain
usersor certain patient populations.

Click the “Show Custom Form or Stamp” radio button,
then choose your toolbar custom form to show for this
reminder from the dropdown menu.

Click "Done" to save the reminder and close the dialog box.

Open a patient chart to confirm that the toolbar is
displayed under the CPP.

Configuring your Ocean form will connect Ocean and your EMR.

Open apatient chart (preferably a "dummy" or testchart, or
an empty chart).

Insert the Ocean custom forminto the chart by clicking the
Ocean logo on the Ocean toolbar.

You will be prompted to create an Ocean user account (if
you don’talready have one) or to sign in with your existing
Ocean user account.

Click on the “Settings” button on the custom form.

Enter your Ocean username and password to authenticate
yourself. The Ocean Settings dialog box will appear.
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A. Click “Ocean Site Number” to enter the site number provided
to you by the Ocean administrator (accessible via the Admin
tab on your Ocean Portal).

B. Click“Settings” on your Ocean custom form again and select
“Shared Encryption Key” to enter your shared encryption
key password. If you haven’t already set thisin the Ocean
Portal, you will be prompted to do so first. This key will be
stored secretly within your EMR, thereby preventing anyone
else (including CognisantMD) from accessing any patient
data.

The other settings may be left as-is.

D. Clickthe“Remove” button on the Ocean custom form to
delete the custom form from the chart.

A. Openthe Ocean custom form in PS Suite by clicking on the
Ocean logo in the toolbar.

B. Confirmthatyour version is up-to-date (look for “v3.89” or
later).

C. Clickthe“Settings” button on Ocean custom form and enter
your Ocean credentials.

D. Select"Advanced..." from the Ocean settings menu.

A. Select(or double-click) "Ocean/Cloud Connect Activated:
N" to activate your Ocean Cloud Connect.
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This Ocean Connectuser will serve as a makeshift user that
Ocean Cloud Connectwill use when saving notes.

A. Youcancreateauserin the "Edit Users" dialogbox thatcan '@ @ PS Suite® EMR (CognisantMD Demo / PSS API Test Service)
be accessed from the dashboard, under the Settings menu DF,'—L;‘W Reports _Messages Window Help
(you will need administrative privileges in PS Suite to access ;:‘-:::; E:::g: :;J.?ﬁ.:g Doctor... ﬁﬁﬂ 155 Book | Handouts Messages Records
thisdialog). Change Supervising Doctor... “{r38U

Change Processing Date... 4+ #D

Restrict Processing Date...

Change Password...

Preferences...

B. Make sureyou save the Ocean Connectuser with the
following details:
Initials "OCNC"

Role: "Other Health
Professional"

Authority: "User"

Special Privileges:
box checked

View Privileges: "All"
Action Privileges: "Notes"

C. Onthesamewindow, under "Accessible Locations", make
surethatthe Ocean Connectuser has access to all locations.

A. Gobackto thedashboard, open the Settings menu, and this C PS Suite® EMR _(CognisantMD Demo / PSS API Test Service)
. , , Flle Reports Messages Window Hel
time, select "Preferences". L P g P
° Change User...
Logout !ss Book ' Handouts Messages Records

Change Billing Doctor... Q%U
Change Supervising Doctor... “C{+3U
that you will need administrative access to your PS Suite EMR Change Processing Date... 48D

B. Enteryour password to access the preferences dialog. Note | pashbn

to be able to access this dialog. Restrict Processing Date...

C. Select"Mobile" from the list of preferences options along the Edit Users..

Change Password...

left. Note that you will only be able to access this area if you
have your mobile TELUS API setup.

Preferences...

Note: Depending on your version of PS Suite, the appearance and layout of the Mobile section may differ. Check which
version of PS Suite you are currently running to determine which of the below instructions applies to you.

PS Suite v5.11 or Higher

AML Activation
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A. Under the Extension Application header located on the
left-hand side of the page, select Integration Management.

TELUS EMR Mobile
Ocean by CognisantMD

B. Locatethe Ocean by CognisantMD entry and click the BT Scean comgusonazznie

Defautt user: Gognisant, MO

purple "Configure" button. Ginc oty

Extension Applications

Integration

LEARN MORE v

C. Inthewindowthatappears, clickthe boxlabeled "Enable
Ocean by CognisantMD

Ocean by CognisantMD."

D. U nder the ”Select User" dl’odeWn, ensure the nery In order for the Ocean by GognisantMD soltion to integrate, Ocean by GogrisantMD must be able to read and write EMR ’ceka_n

data as an EMR user.

C reated Ocean useris Se'ected . Ocean by CognisantMD may read and write EMR data as this user:

E. Notedown thevalues listed under "EMR Instance ID" and _

Connection Details-
"EMR Secret." These two values will need to be entered lgm;;ﬂ;m:w =
EMR Secret:

into Cloud Connect to authenticate the Ocean site with
your PSSuite instance. megraton typo: Partner Soion SAVE CANCEL

Itisrecommended you (temporarily) copy these to a text
file on your computer for ease of use when completing
your Cloud Connectintegration.

F. Pressthe"SAVE" button to enable the integration.

Mobile Activation (Legacy)

Pleaserefer to these instructions only if you have specifically been directed to do so by CognisantMD Support.

D Preferences

G. Select"Device Management" on the left and proceed to
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I.  Thiswill open up an Activation Codedialog box. For our —

purposes, you canignore the QR code. You will need the , ,
. Pair device
manual code to register your Ocean Cloud Connect.

Pr—

1. Allow your device to access your camera
2. Point the camera to scan the code below. g
3. Setup your PIN on your device.
34

Code expires in 04:43

Cr, enter code manually

R7QEACYCADPB4CWX
COPY CODE

CANCEL

PS Suite v5.10 and Below

J. Select"Connect, Ocean" as your mobile device user and .
click "Register Device". = o e Bea e T

Mobile device settings for Ocean Connect

Mobile EMR Calendar: |_Kavanagh, Doug & & Allow Ocean Connect to register devices.

rere
aaaaaaafyaa
mE E 0

Cancel | er et [ Repair Office-Wide Settings

K. Youwill then be prompted to select a calendar. Selectany | @ Select a calendar

calendar and continue. To register, you must choose a calendar to view on TELUS EMR

Mebile. This calendar will appear on your Homescreen and

. . Calendar
Note: Selecting a calendar is solely used to help create
an initial connection between your EMR and Ocean. Maobile EMR calendar: = [select calendar] 5
Choosinga specific provider's calendar does not limit = = :
| Cancel Registration | Continue...

or lock you into only accessing their patients through
the Ocean platform.
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L. Thiswillopenup an Activation Codedialogbox. For our (]
purposes, you can ignore the QR code. You will need the Activation Code
manual code to register your Ocean Cloud Connect. ‘

Scan the code above using your device
OR

Enter the manual code below

EWHV-B4QA-2B7Q-2UQ7

| Copy Manual Code

This code expires in: 4:43 minutes

Generate New Code

Close | |

About Ocean Cloud Connect

Ocean Cloud Connectenables total configuration of your EMR integration from a secure instancein the cloud thatis
accessible from any internet-connected device. No on-site device acting as a server (i.e. dedicated OceanConnect tablet) is
needed to keep Ocean and your EMR synchronized and active.

Prerequisites

You must be an administrative user on your Ocean site in order to sign into or configure Cloud Connect.

For Accuro Users

Access the Accuro Crosshair main menu> Users > Manage Security > System Settings > General > EMR Settings sub-
heading > Check "Enable Document From Field".

Setting Up Ocean Cloud Connect

A. Goto Ocean Cloud Connectin aweb browser.


http://cloudconnect.cognisantmd.com/
http://cloudconnect.cognisantmd.com/
https://support.cognisantmd.com/hc/en-us/articles/115003494232-PS-Suite-Set-Up-Ocean-Cloud-Connect
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B. Signinusingyour Ocean credentials (i.e. the same
credentials as the Ocean Portal). Ocean

Cloud
Connect

Note: Despite using the same credentials, you mustlogin
to Cloud Connect seperately. Being signed into the
Ocean Portal does not automatically sign you into Cloud
Connect (or vice versa).

Use your Qcean credentials to login.

User Name

7
Password Forget Ocean User Name?

Forgot Ocean Password?

+ Remember me on this computer

Looking for the Ocean Portal? Sign In here!

C. Onceyou'velogged in to Cloud Connect, you’ll be able to
connect Ocean with your EMR. Click the "Integrate with

your EMR" button to begin. Ocean Cloud Connect is a secure integration server that can connect
your Ocean site with your EMR.

If you use a partner EMR that provides a supported Application Programming
Interface (API), Cloud Connect can securely transfer patient data between your
systems, enabling you to access powerful Ocean features right from your EMR. Cloud
Connect will request that you enter your site's Shared Encryption Key in order to
encrypt sensitive data before it is transferred to Ocean.

To connect your EMR with Ocean, click 'Integrate with my EMR' and follow the steps.

Alternatively, you can use Cloud Connect to securely store your Shared Encryption
Key without configuring an EMR. Once stored, you can log into Cloud Connect to
retrieve your Shared Encryption Key and authorize additional tablets or web
browsers.

Store my Encryption Key

Enter your Shared Encryption Key and then select "Save and
Continue".
Shared Encryption Key

. o Before we begin setting up your EMR, please enter your site's Shared Encryption Key. Your
NOte' YOU can now secu re'Y store y0U r Share Encryptlon Shared Encryption Key is the 16-character key you created in the Admin tab of the Ocean

Key in ClOUd Con nect for fUtU re reference From the Portal and is required to setup and use your EMR integration.
For more information, click here.

summary screen, click “View Shared Encryption Key” to

Shared Encryption Key \

view and/or update your existing key. Note that Cloud
Connectsimply stores your Shared Encryption Key and
therefore, you cannot change your Shared Encryption
Key within Cloud Connect.



http://www.cognisantmd.com/wp-content/uploads/2017/03/cc-00-login.png
http://www.cognisantmd.com/wp-content/uploads/2017/03/cc-01-dashboard.png
http://www.cognisantmd.com/wp-content/uploads/2017/03/cc-02-sek.png

A. Selectthe EMR you would like to integrate with and then

select “Next”.

B. Enter your EMR InstanceID and EMR Secret.

If you areunsure of how to acquire the EMR instance ID
and Secret, please refer to our Instructions for PS Suite or
Instructions for Med Access.

Select your EMR

Each of the following partner EMR vendors provide an Application Programming Interface
(API) that is supported by Ocean Cloud Connect. Please select your EMR and click 'Next'

If you do not see your EMR listed below, click here for more information.

Telus PS Suite Telus Med Access QHR Accuro

Cancel

PSS Credentials

To authenticate with PSS, you must first obtain your EMR instance ID and secret from the
Preferences window of your EMR. Once created, copy the values into the fields below and
click 'Next'.

. For detailed instructions on getting access to your EMR instance ID and secret, click here.
C. Onceentered, the Ocean and TELUS servers will connect
. . . EMR Instance ID
to authenticate the integration.

EMR Secret

Cancel

Please refer to these instructions only if you have specifically been directed to do so by CognisantMD Support.

D. Enter your Mobile Activation Code.

If you are unaware of how to acquire a Mobile Activation
EMR Credentials

To authenticate with PS Suite, you must first create a mobile activation code in the

Preferences window of your EMR. Once created, copy the manual code into the field below

and click 'Next'

Code, please refer to our Instructions for PS Suite or
Instructions for Med Access.

For detailed instructions on creating a mobile activation code, click here.
Note: Please select “Copy Manual Code" when copying Mobile Activation Code
the code from your EMR to Cloud Connectto ensure

thatthe codeis copied correctly and in aformatthatis

Previous

acceptable to Cloud Connect.

E. Onceentered, the Ocean and TELUS servers will connect
to authenticate theintegration.

F. Clickonthe"Connect with Accuro" button.

EMR Credentials

To authenticate with Accuro, you will require credentials for the EMR Application
Programming Interface (API).

If you signed up for Ocean using the Accuro affiliate signup link, QHR will already be
notified and will reach out to you with your Accuro AP| credentials. Otherwise, you will
need to contact QHR customer support and request your AP| credentials. Please ensure
that you have the following four (4) pieces of information before proceeding: Tenant,
Username, Password, and UUID.

Click the 'Connect with Accuro' button below to begin the authentication process. You will
be redirected to Accuro, where you will be asked for your Tenant, Username, and Password.
Once signed in, you will be redirected back to Ocean Cloud Connect, where you will be
asked to enter your UUID to complete the authentication process.

S

Previous
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G. Enter thefollowing details, supplied to you by QHR:

TenantID
APl username

API password

H. Select"Login" and then approve Ocean's third party

access to the Accuro API.

The Ocean and Accuro servers will then connect to
authenticate the integration. This may take a few seconds
to initialize.

To finalize your integration, enter your UUID (also
supplied by QHR) and select "Save and Continue".

Accuro EMR REST API

Tenant
Username

Password

Log in

Accuro EMR REST API

Approve 3rd Party Access

The application Ocean is requesting the following access to Accuro EMR.

Access will be approved for the office Cogap Demo Clinic

Permissions Requested:

View Labs

Generate Accuro Access Token
View Scheduling

View and Edit Scheduling
Generate Patient Access Token
View and Edit Labs

View and Edit Contacts

View and Edit Clinical Notes
Reminder Api

View and Edit Patient Demographics
Link Patient to Medeo Account
View Clinical Notes

View Patient Demographics

hoprr ooy |

Finalizing your Accuro Configuration
You have successfully authenticated with Accuro!

In addition, we require a UUID, as provided by Accuro. If you signed up for Ocean using the
Accuro affiliate signup link, Accuro will have included the UUID along with your other API
credentials. Otherwise, contact QHR customer support.

The UUID is an (often hyphenated) alpha-numeric string of length 32.
3. XXOXXXXXHXXKX-XXXXXXXX-XOOXXXXXXX

uuID
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A. From here, you can customize your configuration
options. However, in most circumstances the default

configuration will be sufficient. General

Sync Appointments From  All Providers -

For more details on configuration options, please refer to
. . Mark appointmentsas 0
Customize your Cloud Connect Configuration. Arrived in the next

(hours)

B. Clickthe “Save” button to complete the setup process. Clinical Notes

If this checkbox is checked off and a patient fills out multiple Ocean eForms in one sitting, all
resultant notes from these eForms will go into ene single note in the patient's chart in PSS
(vs. each form creating a separate note in the patient's chart).

Combine Progress Notes
Ocean Reminders
Schedule Days toSync 7

Walk In

Walk-In Provider ~ Please Choose... -

Walk-InCreate  Beginning of Schedule -
Appointments at

A. From here, you can customize your configuration

options. However, in most circumstances the default

configuration will be sufficient. General

Sync Appointments From  All Providers -

B. QHR should automaticallyfilter the list of providers to

L . ) Clinical Not
your specific clinic location and Ocean site. However, fnical Hotes

If this checkbox is checked off and a patient fills out multiple Ocean eForms in one sitting, all

un d er th e " Gen era | " Sectio n, the ”Sync Appoint ments resultant notes from those eForms will go into one single encounter note in the patient's
. chart in Accuro (vs. each form creating a separate encounter for each Ocean eForm
From” option will allow you to further filter or exclude completed).
certain providers, if needed. Combine Progress Notes
Letter Type  Clinical Note 5

If you are planning to map any Ocean eForm fields to
Accuro custom fields (e.g. custom demographics, lab
values), remember to enable “Custom Fields”. For more

Custom Fields

Use Custom Fields

Appt Reminder Sent
Custom Status Name

about custom fields, please refer to: "Mapping Answers
from an Ocean eForm to a Custom Demographics Field". | ocean Reminders

. . . Schedule Days to S
For more details on the rest of the configuration options, SIETICEEEONTS gy

please refer to Customize your Cloud Connect
Configuration.

C. Clickthe“Save” button to complete the setup process.

Note: If you clinic does not accept walk in patients, you can safely ignore the fields under the "Walk In" section of the
configuration. For more information about walk ins, please consultour guide: Set Up Ocean to Support Walk-In Patients.


https://support.cognisantmd.com/hc/en-us/articles/360012088012
https://support.cognisantmd.com/hc/en-us/articles/360003012712
https://support.cognisantmd.com/hc/en-us/articles/360012088012
https://support.cognisantmd.com/hc/en-us/articles/360000542632
http://www.cognisantmd.com/wp-content/uploads/2017/03/cc-06-telus-options.png
http://www.cognisantmd.com/wp-content/uploads/2017/03/cc-08-accuro-options.png

You will now return to the main summary screen.

The "Sync Status" panel on the left will show you if Ocean is @& cloud connect test (2809) szl aneonl
synchronizing appointments with your EMR via Cloud Connect,
when the last synchronization occurred, and when the next Syrcinproges. G| oursiesshareaEnrytion ey istor n Ocan o Comect
synchronization is scheduled for (full syncs will automatically ererorane szt

R ————

occuronceadayatmidnightand appointment syncs will occur

Edit Settings

automatically every 30 minutes).

Onceaninitial sync has completed, feel free to verify patients are

beinguploaded correctly by signing into the Ocean Portal and
inspecting the Patients tab.

If there are any errors with the configuration, an alert will be @55 AccuroDemo (2323) = S
displayed on the main summary screen, in the "Sync Status"

pane | Sync error: Ocean Cloud Connect i not fully configured, click on the reconfigure e e ] oy
- button and try again.

Last Full Schedule Sync Jul4,201810:11 am
Last Appointment Sync Jul4,20182:52pm
Next Scheduled Sync Unknown

Edit Settings

Reconfigure EMR  ~

A. Logintothe Ocean Portal and navigate to the Admin tab.

cean E

by CognisanthiD

Patients eRequests Studies Tablets eForms Admin l‘

Accept eeferrzls: [v]

—
\Site Features Client Type:  Standard Clinic j

B. Inthe"Site Features" section, make sure the "Enable Ocean
Cloud Connect" checkbox is checked off.

/

Users Digits for Generated Patient Refs: 3 (Recommended for small-medium clinis j
Encryption

Patient eReferral Email Notifications: (] Enabled

Directory Listings

Overdue Secure Message Notifications:  Limit to patients with newly overdue me j

eRequest Links

ErrH TS Require Form Memory for New Patients: || Enabled

Ocean Reminders Restrict Ocean Online Settings for Non-Admins: (] Enabled

Reports Allow Ad-Hoc Ocean Online Messages: | | Enabled

EMR Field Mapping Accept Walk-In Patients: BETA

Billing Use Test Mode for anonymous EMR users: Only listings testing eReferral will be
visible to these users in the Ocean health
map.

(( Enable Ocean Cloud Connect: ¥/ Enabled}

Delete All Patients in Site?  Delete
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